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1. INTRODUCTION

1.1 This report is issued to assist the Authority in discharging its responsibilities in relation to the 
internal audit activity. 

1.2 The Public Sector Internal Audit Standards also require the Chief Audit Executive to report to 
the Audit Committee on the performance of internal audit relative to its plan, including any 
significant risk exposures and control issues. The frequency of reporting and the specific 
content are for the Authority to determine.

1.3 To comply with the above this report includes: 

 Any significant changes to the approved Audit Plan;
 Progress made in delivering the agreed audits for the year;
 Any significant outcomes arising from those audits; and
 Performance Indicator outcomes to date.

2. SIGNIFICANT CHANGES TO THE APPROVED INTERNAL AUDIT PLAN

2.1 At the meeting on 16 February 2018, the Annual Internal Audit Plan for the year was 
approved, identifying the specific audits to be delivered. Since our last report to the 
Committee in December 2018, there has been one significant changes to that plan. 

Audit description Nature of the change

Service Desk At the December 2018 meeting the committee 
were informed that the Office 365 project had 
been changed to a Project Programme Audit to 
provide assurance on the governance and 
management arrangements of IT projects. 
Following discussions with management it was 
decided that Internal Audit manager would keep 
a watching brief of the project and receive 
reports from the Office 365 project board. The 
Office 365 audit has been deferred to the 
2019/20 internal audit plan. 

A joint review of Service Desk was undertaken in 
its place and an executive summary is provided 
in Appendix 2 of this report. 

3. PROGRESS MADE IN DELIVERING THE AGREED AUDIT WORK

3.1 The current position in completing audits to date within the financial year is shown in 
Appendix 1 and shows the 2018/19 Internal Audit Plan has now been delivered.   

3.2 In summary 139 days of programmed work has been completed by TIAA Ltd, and 35 days 
completed on the ARP service areas, totalling 174 days of the revised Audit Plan (100%).

3.3 The Anglian Revenues Partnership (ARP) was set up and initially involved; Breckland, St 
Edmundsbury Borough Council, Forest Heath District Council and East Cambridgeshire 
District Council.  For these founder authorities the internal audit service has been delivered 
by West Suffolk audit, a joint internal audit service provided by Forest Heath and St 
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Edmundsbury, with reliance being placed on the outcomes of this work by the Head of 
Internal Audit.  A Service Level Agreement is in place to reflect this arrangement and a fee is 
paid for this service. 

3.5 Over recent years new Councils have joined ARP, namely Fenland District Council, Suffolk 
Coastal District Council and Waveney District Council. The Heads of Internal Audit (or 
equivalent) have been working in partnership to ensure that the ARP is only audited once 
each financial year for each service area; i.e. Council Tax, National Non-Domestic Rates, 
Benefits, Overpayments, and more recently ARP Enforcement, and that these audit reviews 
cover all the authorities.

3.6 An overarching Service Level Agreement has been finalised, which enables the above to 
take place and ensures that the Heads of Internal Audit receive outcomes which can be 
relied upon for the annual opinion for each sovereign Council. 

3.7 For Committee’s information, the audits that have been undertaken are as follows: 

Audit Lead Authority
Council Tax West Suffolk 
Overpayments West Suffolk 
Benefits West Suffolk
National Non-Domestic Rates East Suffolk 
ARP Enforcement Fenland

4. THE OUTCOMES ARISING FROM OUR WORK

4.1 On completion of each individual audit an assurance level is awarded using the following 
definitions:

Substantial Assurance: Based upon the issues identified there is a robust series of suitably 
designed internal controls in place upon which the organisation relies to manage the risks to 
the continuous and effective achievement of the objectives of the process, and which at the 
time of our review were being consistently applied.

Reasonable Assurance: Based upon the issues identified there is a series of internal 
controls in place, however these could be strengthened to facilitate the organisation’s 
management of risks to the continuous and effective achievement of the objectives of the 
process. Improvements are required to enhance the controls to mitigate these risks.

Limited Assurance: Based upon the issues identified the controls in place are insufficient to 
ensure that the organisation can rely upon them to manage the risks to the continuous and 
effective achievement of the objectives of the process. Significant improvements are 
required to improve the adequacy and effectiveness of the controls to mitigate these risks.

No Assurance: Based upon the issues identified there is a fundamental breakdown or 
absence of core internal controls such that the organisation cannot rely upon them to 
manage risk to the continuous and effective achievement of the objectives of the process. 
Immediate action is required to improve the controls required to mitigate these risks.

4.2 Recommendations made on completion of audit work are prioritised using the following 
definitions:

Urgent (priority one): Fundamental control issue on which action to implement should be 
taken within 1 month.
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Important (priority two): Control issue on which action to implement should be taken within 
3 months.

Needs attention (priority three): Control issue on which action to implement should be 
taken within 6 months.

4.3 In addition, on completion of audit work “Operational Effectiveness Matters” are proposed, 
these set out matters identified during the assignment where there may be opportunities for 
service enhancements to be made to increase both the operational efficiency and enhance 
the delivery of value for money services. These are for management to consider and are not 
part of the follow up process.

4.4 During the period covered by the report Internal Audit Services have issued nine final 
reports:

Audit Assurance P1 P2 P3

Software Licencing Reasonable 0 1 1
Cyber Security Maturity Assessment Reasonable 0 3 11
Housing Needs Limited 4 8 3
Service Desk Substantial 0 0 1
Payroll and HR Limited 1 4 1
Key Controls and Assurance Substantial 0 0 1
Economic Development Reasonable 0 1 2
Procurement and Contract Management Limited 0 8 3
Corporate Governance Reasonable 0 2 2

The Executive Summary of these reports are attached at Appendix 2, full copies of these 
reports can be requested by Members.

4.5 As can be seen in the table above as a result of these audits 57 recommendations have 
been raised and agreed by management.

4.6 In addition, nine Operational Effectiveness Matters have been proposed to management for 
consideration.

4.7 Position statements have also been completed in areas of Delivery Team Unit and for 
Network Management providing management with suggested actions and areas for 
improvement.  In summary, these reports reviewed the following:

 Delivery Team Unit

The objective of the review was to assess the adequacy, effectiveness and efficiency of the 
Delivery Team Unit’s governance arrangements, including Terms of Reference, objectives 
and decision making.  We reviewed programme management controls, considered reporting 
arrangements and benefits realisation.
The audit has concluded with a number of suggested actions improvements presented to 
management for consideration. These relate to:

Governance

 To define the scope, key objectives and risks of the Delivery Unit Team.

 To consider adding to the risk register the risks associated with the Delivery Unit 
Team not operating at full capacity.
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 To produce a clearer and more concise project programme showing only those 
projects relating to the Delivery Unit Team projects and including sufficient 
information to allow progress against set objectives to be monitored and to create 
separate operational task action list in order to provide for improved clarity over those 
actions.

Programme Management

 To produce a forward plan once the strategic direction and purpose of the Delivery 
Unit Team has been established. 

 Comprehensive project delivery procedures need to be established to provide a 
consistent and standard approach to recording and monitoring projects.

Reporting Arrangements

 To develop key performance indicators in order to provide a clear picture to senior 
management on how the Delivery Unit Team is performing as well as enabling 
identification of areas where assistance or resources are needed. 

 To improve arrangements for reporting performance of individual projects. 

IS&T Network Management

The audit focussed on the following scope areas:

Virtual Infrastructure – Privileged Access, Standard Operating Procedures, VM 
infrastructure monitoring and alerting and VM infrastructure warranty and support 
arrangements.

Network Management - Policies and Procedures, Network Configuration, Firewalls and 
border routers, Change Management, Physical Security, Business Continuity /DR Planning, 
Access Controls and Maintenance.

The audit has concluded with a number of suggested actions improvements presented to 
management for consideration. In summary they relate to the improvement of processes, 
creating secure permissions within the Councils administrator accounts in the virtual 
environment, leveraging the purpose-built password manager tool to store passwords and 
procuring a network monitoring tools and an IP scanner. 

4.8 It is encouraging to note that a total of six reports have achieved positive assurance gradings 
in this period demonstrating that the control framework is effective in most areas audited. 

We have however concluded a limited assurance opinion in a total of three audits during this 
period. These are in Housing Needs, Payroll and HR and Procurement and Contract 
Management. 

Housing Needs

A total of four high priority recommendations and eight important recommendations have 
been raised. Details of which can be found within the Executive Summary of the report 
included in Appendix 2. Since the finalisation of our report one urgent recommendation has 
been resolved in relation to ensuring all users with access to Home Options are appropriate 
and one important recommendation has now been completed relating to finding a solution to 
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the Home Connections software to be established with the developers to resolve the issue 
with synchronizing data when the tenant is housed. The remaining high priority actions will 
be raised within the 2018/19 Internal Audit Opinion.  

Payroll and HR

A total of one urgent priority recommendation and four important recommendations have 
been raised. Details of which can be found within the Executive Summary of the report 
included in Appendix 2

Procurement and Contract Management

A total of eight important recommendations have been raised during this review, details of 
these can be found within the Executive Summary of the report included in Appendix 2. 
Since the finalisation of our report we can confirm that six important actions have been 
completed as follows;  

 The Contracts Registers for both Councils be updated to cover all aspects of Local 
Government Transparency guidance;

 To ensure all procurement processes above the threshold for advertising in the EU 
Journal are adhered to;

 A review of all current contracts and exemptions to be undertaken to ensure all key 
documentation is located, including quotations/tenders and contracts and thereafter 
all records to be held centrally. Where information cannot be located, in particular 
contracts, copies to be obtained from the provider and filed centrally;

 Details of exemptions be recorded on the Contracts Register;

 All exemptions to be monitored by the S151 Officer (and evidenced) in accordance 
with the Constitution;

 All exemption forms be returned and signed by the Central Contact and Procurement 
Team to ensure that full records are held.

Two important recommendations are now overdue, the first relates to providing clarity over 
the procurement approval process, the second to ensure the current contract template is 
amended. Both of these recommendations are due to be completed by August 2019.  

4.9 The ARP reviews for 2018/19 have been concluded and are reviewed by the Head of 
Internal Audit for Breckland DC and reliance placed on the work. The outcomes are as 
follows:

Council Tax and Overpayments
The Council Tax and Overpayments function is overseen by the Strategic Manager 
(Revenues), with a number of functions operating in a similar manner. These areas were 
combined into a single audit for 2018/19 to provide a more streamlined report for the 
Strategic Manager. 

An audit opinion of reasonable assurance was given.  Three priority one recommendations 
were raised concerning council tax credit balances, write offs and system access. These 
have a completion date of June 2019 and will be referred to in the 201819 Annual Internal 
Audit Opinion. A total of 24 priority two and 13 priority three recommendations were raised 
during this review. 



Page 7 of 50

Council tax precepts, parameter input, Valuation Office Amendments and the awarding of 
discounts and exemptions were seen to be managed well. Work is ongoing to align working 
procedures for Council Tax and Overpayments across the partnership. The key areas for 
improvement from the review resulting in findings being raised were:

 The credit balance process still requires improvement to ensure that refunds due 
are identified and returned to customers in a timely manner;

 There has been little progress in exploring the process to dispatch write off 
documentation to host authorities for approval;

 Work has commenced, but is not complete, to review user access and 
permissions for the Academy system to ensure that users are only provided with 
the required system access to comply with data protection legislation;

 A number of staff at host authorities have access to the ARP systems, but there is 
a lack of notification to ARP when these staff leave or transfer to another team 
requiring an amendment to their permissions;

 Council Tax quality assurance checking does not include transactions undertaken 
by Customer Services staff who can apply discounts, exemptions and set up 
direct debits; and

 Some testing identified delays in processing account actions, resulting in delays in 
amendments to customer accounts for either billing purposes or refunds.

 The follow up review concluded that seven actions had been implemented, eleven 
actions were considered work in progress and three actions were considered to 
be off track. 

Housing Benefit
An audit opinion of reasonable assurance was given with one priority one recommendation 
raised concerning system access,14 priority two and 10 priority three recommendations were 
also raised during this review The priority one recommendation will be referred to in the 
201819 Annual Internal Audit Opinion and is due for completion in June 2019. 

The housing benefit team continue to work to a good standard with an established input and 
checking process in place for housing benefit system parameters, the assessment of 
housing benefit is aligned across the partnership and new claims were found to be 
processed in a timely manner.  Key areas for improvement from the review resulting in 
findings being raised were:

 Some human errors were identified when testing claimant accounts; the accounts 
were rectified during testing which resulted in some minor award amendments.  
Reminders and training have provided to the team;

 Work has commenced, but is not complete, to review user access and 
permissions for the Academy system to ensure that users are only provided with 
the required system access to comply with data protection legislation; and

 Improvements have been suggested to strengthen the management records for 
the assessment of self-employed income and allowable expenditure.

 The follow up review concluded that fifteen actions had been implemented and 
three actions were considered work in progress.  

NNDR

An audit opinion of reasonable was given with one priority recommendation raised 
concerning Reconciliations. This will be referred to in the annual internal audit opinion. A 
further six priority two and five priority three recommendations were also raised. 
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The key observations from the review are: 

NNDR Control Account reconciliations in 2018/19 have been signed off on a quarterly rather 
than the expected monthly basis. This is a fundamental control process due to the material 
level of income involved, and without prompt authorisation by a second senior officer there is 
a risk any errors in the preparation could be overlooked. 

System Access arrangements require further development in order to ensure only individuals 
with an ongoing business need across ARP and host authorities have appropriate access to 
the NNDR databases. This is required to manage the associated risks of inappropriate 
access or amendment that could result in account errors, fraud, or breaches of confidentiality 
and/or data protection law. 

ARP Enforcement

An audit opinion of substantial was given with a total of two priority three recommendations 
raised associated with the ARP Enforcement Agency system. Both of these 
recommendations are now complete.

The key observations from the review are:
 Supporting documentation for Control Account to Ledger to be authorised requires review to 

ensure that the reconciliation figures are adequately supported by relevant documents.
 A log of manual receipt books is not kept to record who a receipt book has been issued to.

Members will note that the number of recommendations raised Council Tax and 
Overpayments and Housing Benefits in particular are high in number; however, the audits do 
cover multiple Council’s. This work was concluded during quarter four of 2018/19, and at 
financial year end recommendations remain not yet due. There are however recognised 
weaknesses in the control area that management have agreed to address and updates will 
be requested from West Suffolk Internal Audit Service over the course of the forthcoming 
year. Updates will also be provided in the follow up reports to Committee. 

5. PERFORMANCE MEASURES

5.1 The Internal Audit Services contract includes a suite of key performance measures against 
which the contractor will be reviewed on a quarterly basis. There is a total of 11 indicators, 
over 4 areas.

5.2 There are individual requirements for performance in relation to each measure; however 
performance will be assessed on an overall basis as follows:

 9-11 KPIs have met target = Green Status.
 5-8 KPIs have met target = Amber Status.
 4 or below have met target = Red Status.

Where performance is amber or red a Performance Improvement Plan will be developed by 
the contractor and agreed with the Internal Audit Consortium Manager to ensure that 
appropriate action is taken.

5.3 The last quarters work has been completed and a report on the performance measures 
provided to the Head of Internal Audit, performance is currently at green status with targets 
having been satisfactorily met for this quarter.
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5.4 In addition to these quarterly reports from the Contractors Audit Director, ongoing weekly 
updates are provided to ensure that delivery of the audit plan for the current financial year is 
on track. A review of the most recent update indicates that the 2018/19 Internal Audit plan 
has been completed in line with expectations. 
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APPENDIX 1 – PROGRESS IN COMPLETING THE AGREED AUDIT WORK 
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APPENDIX 2 – AUDIT REPORT EXECUTIVE SUMMARIES

Assurance Review of Software Licencing

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Software Policies 0 1 0 0

Software inventory 0 0 1 1

Total 0 1 1 1

No recommendations arose in the areas of Security of Software media and licenses, 
Software Copyright and Software Licence Procurement.

SCOPE

The corporate objectives for the service are to ensure that the controls in place to manage Software Licensing are operating securely and effectively.  Key 
software vendors such as Microsoft and Adobe conduct periodic audits of their clients to understand how well their respective products are being licensed.  
Weak software licensing could result in punitive and reputational damage.  The audit covered the following: Software Policies; Software Inventory; Security of 
Software media and licenses (where appropriate); Software Copyright; and Software Licensing Procurement.
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RATIONALE

 The systems and processes of internal control are, overall, deemed 'Reasonable Assurance' in managing the risks associated with the audit. The assurance 
opinion has been derived as a result of one 'Important' and one 'Needs Attention' recommendations being raised upon the conclusion of our work.

 The audit has also raised one 'Operational Effectiveness Matter', which sets out a matter identified during the assignment where there may be opportunities 
for service enhancements to be made to increase both the operational efficiency and enhance the delivery of value for money services.

POSITIVE FINDINGS

It is acknowledged there are areas where sound controls are in place and operating consistently:

 The Council's ICT Security Policy is being reviewed and was found to contain adequate narrative concerning Software Asset Management which helps staff to 
comply with the requirements.

 The Council uses an automated system built into the ManageEngine Service Desk for monitoring actual licence usage across the enterprise which helps with 
monitoring compliance with licencing requirements with less manual intervention.

 The Council procures all Microsoft licences via an Enterprise Agreement..  There are occasional incidental purchases that are requested by raising a service 
desk request which helps to control the use of unauthorised software.  The annual Microsoft Enterprise Agreement true up process was confirmed as 
completed in November 2018.  This process is an annual ‘correction’ of the number of Microsoft Licences being used by the Council and is an example of the 
flexibility that Enterprise Agreements have.

 Service application licence procurement is managed by service areas with any larger procurements in these areas requiring formal review and approval from 
the ICT & Customer Governance Board to help manage dependencies and the ability to support major changes to service applications that may occur.

 The Council's strategy for the provision of Microsoft Office products, such as Excel and Word, is to migrate to an Office 365 environment.  The existing 
Enterprise Agreement for the other Microsoft products will remain in place as it is considered to be the most cost-efficient option.  Using Office 365 allows for 
closer licence usage monitoring and the related costs therein. 
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ISSUES TO BE ADDRESSED

The audit has highlighted the following areas where one 'Important' recommendation has been made.

Software Policies

 The Council's ICT Security Policy was found to contain adequate narrative concerning Software Asset Management which helps staff to comply with the 
requirements. This policy should be communicated to staff and requires sign off. 

The audit has also highlighted the following areas where one 'Needs Attention' recommendation has been made.

Software Inventory

 There is a need to look into carrying out independent software audits as a way to provide a 'friendly' view of the status of software licence usage.

Operational Effectiveness Matters

The operational effectiveness matters, for management to consider relate to the following:

 The Council to investigate the feasibility of running a report that lists all software products installed on all relevant machines regardless of whether the 
software is already set up within ManageEngine.  The report to be run periodically and compared to actual ManageEngine licence records with any 
discrepancies being investigated and resolved.  Such resolution to include updating ManageEngine with new software records and amending any that are set 
up incorrectly, for example, where the incorrect choice was made from a list of options that appear to be identical on screen.  It is recognised that such a 
report will likely be very large if left unfiltered.  Hence, it is suggested that the report be filtered to exclude known software artefacts that are irrelevant to the 
review, such as drivers and software known to be licence-free.

Previous audit recommendations

The audit reviewed the previous internal audit recommendations, of which none remain outstanding. 
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Maturity Assessment of Cyber Security

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS
Control Area Urgent Important Needs Attention Operational

Network Security 0 0 1 0

User Education & 
Awareness

0 1 1 1

Removable Media 
Controls

0 0 2 0

Managing User Privileges 0 0 1 1

Incident Management 0 0 2 1

Home & Mobile Working 0 2 2 0

Monitoring 0 0 2 1

Total 0 3 11 4

No recommendations were raised in the areas of Risk Management, Malware 
Prevention and Secure Configuration.

SCOPE
This maturity assessment has focussed on the National Cyber Security Centre’s 10 steps to Cyber Security framework that covers Risk Management 
Regime, Network Security, User Education and Awareness, Malware Prevention, Removable Media Controls, Secure Configuration, Managing User 
Privileges, Incident Management, Home and mobile working and Monitoring.
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INTRODUCTION
1. Organisations are facing an increasing risk of Cyber incidents and Cybercrime.  A key step to reducing the risk and protecting organisations in this area is 

understanding the maturity of your organisation in terms of how Cyber risks are managed.  The data within this report is derived from supporting 
management with a self-assessment of their maturity in the following recognised areas of Cyber Security:

 Risk Management Regime;
 Network Security
 User Education and Awareness
 Malware Prevention
 Removable Media Controls
 Secure Configuration
 Managing User Privileges
 Incident Management
 Home and mobile working
 Monitoring

2. The Cyber Security world is in need of a mature approach to managing cyber risk, because attackers continue to develop new threats beyond current 
knowledge. The fact that emerging threats are increasing is driving organisations to adopt a predictive attitude to address these threats.  In order to protect 
themselves all organisations information assets and ICT systems need to be secured, managed and monitored.

3. The consistent level of Cybercrime is evidenced by the Police recorded crime statistics and the Crime Survey for England and Wales for the year ending 
March 2018. These figures highlight an increase of approximately 9% overall in computer-related crime to the year ending in March 2018 as compared to 
the previous year.  

Apr '16 to 
Mar '17

Apr '17 to 
Mar '18

Computer misuse crime 19,376 21,134
Computer viruses/malware 7,249 6,691
Denial of service attack 363 311
Denial of service attack (extortion) 416 260
Hacking - server 674 689
Hacking - personal 3,594 3,744
Hacking - social media and email 5,475 8,096
Hacking - PBX/dial through 507 311
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Hacking (extortion) 1,098 1,032

4. Whilst the figures suggest a reduction in reported incidents relating to Computer Viruses and malware, there is a marked increase of 48% in the figures for 
Hacking – social media and email, suggesting a need for greater emphasis on raising the awareness of staff.

5. The new UK Data Protection Act 2018 that has incorporated the new General Data Protection Regulations (GDPR) requires data to be processed in a 
manner that ensures its security.  This includes protection against unauthorised or unlawful processing, accidental loss, destruction or damage.  This places 
a requirement on all organisations to ensure that appropriate technical and organisational measures are in place.  The Information Commissioners Office 
(ICO) can now impose fines of up to 4% of annual turnover for breaches of the new UK Data Protection Act. Apart from the financial penalties, there could 
be extensive and very unwelcome reputational damage resulting from breaches.

6. This review took the form of a Maturity Assessment following up the previous full Cyber Security audit conducted in April 2018 (BRK1821) with some 
compliance testing to verify the current status being suggested.

7. A maturity assessment revisits the original scope and performs a gap analysis between the original audit and the present.

8. Suggested scores for each of the scope areas achieved for the original audit were agreed and used as the baseline for the maturity assessment.  An 
aspirational score for each area was also agreed and has been included in the assessment.

9. In the process of assessing maturity we have identified the current maturity level for each of the ten areas and ascertained management’s aspirations and 
appetite for improvement to manage and mitigate risk.

10. Our Cyber Maturity model is based on the traditional maturity model, and comprises of levels 0-5 as described below:

 0 (incomplete) - The process is not implemented or fails to achieve its process purpose. At this level, there is little or no evidence of any 
systematic achievement of the process purpose.

 1 (Performed) – Direction has been given by formal policy statements in this area covering expectations for management and operation.

 2 (Managed) – The process stated in the policy is now implemented in a managed fashion, and its Cyber Security functionalities are formally 
addressed with procedure and processes in place.

 3 (Established) – The managed process is now implemented using a formal procedure that is capable of achieving its Cyber Security 
outcomes.

 4 (Predictable) – The established process can now be put into action and tested thoroughly for better outcome.

 5 (Optimizing) – The predictable process is continuously improved according to how cyber threats change and how business needs change.
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SUMMARY
11. Our review noted that management rated Breckland District Council’s dependency on Information technology as medium and recognised that Cybercrime is 

a significant risk.  Management considered that untreated cyber risks were at a low level.  It was noted that the Council had not invested in improving cyber 
security measures in the last 12 months as this had already been completed previously.

12. The Council has not experienced any cyber incidents within the last 12 months.

13. Our maturity assessment is summarised in the radar diagram below.  Significant gaps or 2 or more maturity steps between the aspirational level of maturity 
and the self-assessed level for the following process areas:  User Education and Awareness; Removable Media Controls; Incident Management; Home and 
Mobile Working and Monitoring.  It should be noted that much of this is due to partial compliances being recorded in these areas that results in scores being 
reduced accordingly.  Where a partial compliance has been noted, the related actions against these cover the weaker elements of the requirement that 
resulted in the partial compliance being applied.

14. Where gaps have been identified management should consider our maturity improvement recommendations within this report.  In order to achieve maturity 
improvement, the maturity steps below require early action to help realise the aspirations of the Council.

Risk Management Regime

Network Security

User Education & 
Awareness

Malware Prevention

Removable Media Controls

Secure Configuration

Managing User Privileges

Incident Management

Monitoring

Home & Mobile Working

0
1
2
3
4
5
6

Assessed Level Organisation Maturity Appetite Previous audit score

Breckland District Council Cyber Security Maturity Assessment
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Rec. Cyber Area Finding Recommendation To Achieve 
Maturity Level

NS
5

Network Security
(Needs 

Attention)

Level 5 maturity is not fully achieved. To achieve level 5 effective day-to-day security monitoring of the network must be 
undertaken using the available Intrusion Detection tool as a starting point. However, as it is 
no longer supported, the tool needs to be upgraded or replaced if it is to continue to be fit for 
purpose.

5

UEA
3

User Education 
and Awareness

(Important)

Level 3 maturity is not fully achieved. To achieve level 3 a formal training programme has to be established, with relevant 
structured training for users, line-management, board and technical staff. Records must be 
maintained of all employees who have received the training.

3

UEA
4

User Education 
and Awareness

(Needs 
Attention)

Level 4 maturity is not fully achieved. To achieve level 4 full compliance with UEA3 is required, an incident reporting culture has to 
be applied and regular awareness programmes must be implemented to ensure that staff 
are reminded of day to day Cyber-related issues to be mindful of.  For example, periodic 
intranet status updates of known heightened cyber activity supported by one off emails 
regarding specific risks or events of note.

4

UEA
5

User Education 
and Awareness

(Operational 
Effectiveness 

Matter)

Level 5 maturity is not fully achieved. Should the Council wish to upgrade its aspiration in this area, to achieve level 5 once a 
regular training programme is in place, changes to the training programme have to be 
implemented according to lessons learned from incidents and emerging threats

5

RMC
4

Removable 
Media Controls

(Needs 
Attention)

Level 4 maturity is not fully achieved. To achieve level 4, monitoring must be carried out on the use of removable media, including 
high risk events that involve the removal of sensitive data. Results of the monitoring must be 
reported to senior management.

4
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Rec. Cyber Area Finding Recommendation To Achieve 
Maturity Level

RMC
5

Removable 
Media Controls

(Needs 
Attention)

Level 5 maturity is not fully achieved. To achieve level 5, full compliance with recommendation RMC4 is required.  In addition, 
policies and practices for the management of removable media must be regularly reviewed 
to ensure effective operation and that risk is managed at an acceptable level.

5

MUP
4

Managing User 
Privileges

(Needs 
Attention)

Level 4 maturity is not fully achieved. To achieve level 4 user accounts must be regularly reviewed to ensure access is 
appropriate. It was noted that this is currently an ad hoc process.  Account usage has to be 
monitored and adverse incidents investigated.  Security concerns must be reported to senior 
management for action.

4

MUP
5

Managing User 
Privileges

(Operational 
Effectiveness 

Matter)

Level 5 maturity is not fully achieved. Should the Council wish to upgrade their aspirations in this area, to achieve level 5 full 
compliance with recommendation MUP4 is required.  In addition, lessons learned from 
incidents must be reviewed, and improvements to practices for the management of 
privileges must be made.

5

IM
3

Incident 
Management

(Needs 
Attention)

Level 3 maturity is not fully achieved. To achieve level 3 a forensics readiness approach must be implemented for implementation 
and management of the organisation’s digital systems and staff responsible for responding 
to incidents must be trained in the process.  An established incident response capability 
must be in place and tested alongside a data recovery capability.

3

IM
4

Incident 
Management

(Needs 
Attention)

Level 4 maturity is not fully achieved. To achieve level 4, full compliance with recommendation IM3 is required.  In addition, 
incidents must be reviewed, and regular reports must be presented to senior management.

4
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Rec. Cyber Area Finding Recommendation To Achieve 
Maturity Level

IM
5

Incident 
Management
(Operational 
Effectiveness 

Matter)

Level 5 maturity is not fully achieved. Should the Council wish to upgrade their aspiration in this area, to achieve level 5, full 
compliance with recommendations IM3 and IM4 is required.  In addition, incidents must be 
analysed, and lessons learned from incidents must be identified, with resulting 
improvements necessary being made to incident response plans and practices.

5

HMW
2

Home and 
Mobile Working

(Important)

Level 2 maturity is not fully achieved. To achieve level 2 a secure VPN must be developed for users to connect to the 
organisation. A secure baseline build which includes device encryption is applied to all types 
of mobile devices used by the organisation.  At present, device encryption is applied to 
laptop and tablet devices only.

2

HMW
3

Home and 
Mobile Working

(Important)

Level 3 maturity is not fully achieved. To achieve level 3, full compliance with recommendation HMW2 is required.  In addition a 
Mobile Device Management (MDM) Solution must be implemented.   All users of remote 
solutions must be supported with training in cyber awareness and safe mobile working 
arrangements. Clear procedures must direct users on: 
- secure storage and management of user credentials;
- incident reporting; and
- environmental awareness.

3

HMW
4

Home and 
Mobile Working

(Needs 
Attention)

Level 4 maturity is not fully achieved. To achieve level 4, full compliance with recommendations HMW2 and HMW3 is required.  In 
addition Network Access Control Software or similar control has to be in place. Remote 
access must be proactively monitored to detect misuse, and incidents be investigated and 
reported.

4
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Rec. Cyber Area Finding Recommendation To Achieve 
Maturity Level

HMW
5

Home and 
Mobile Working

(Needs 
Attention)

Level 5 maturity is not fully achieved. To achieve level 5 full compliance with recommendations HMW2, HMW3 and HMW4 is 
required.  We have noted that the current VPN infrastructure is being reviewed, with the 
possible adoption of an alternate VPN service that is currently used by Norfolk County 
Council.  This service will also provide a physical control that only allows Council-owned 
devices to connect to the Council’s network.  As a result, this recommendation would have 
been graded as full compliance had the other recommendations above also been in full 
compliance.  Hence, this requirement will automatically be compliant should HMW2/3/4 also 
become compliant.

5

M
3

Monitoring
(Needs 

Attention)

Level 3 maturity is not fully achieved. To achieve level 3, a strategy for proactive monitoring of the whole infrastructure must be in 
place that uses software tools and heuristics to identify patterns that indicate the occurrence 
of a security threat event.  We have noted that certain security logs are being recorded and 
stored for review on demand as the need arises.  Responsible personnel must have 
received training in security monitoring and the use of security monitoring solutions.

3

M
4

Monitoring
(Needs 

Attention)

Level 4 maturity is not fully achieved. To achieve level 4 full compliance with recommendation M3 is required.  In addition, Security 
Threat events detected by monitoring processes must be analysed and investigated, high 
risk events must be escalated and mitigating actions must be put in place to manage the risk 
and reduce the impact of the threat.  We have noted that certain security logs are already 
been recorded for ad hoc review

4

M
5

Monitoring
(Operational 
Effectiveness 

Matter)

Level 5 maturity is not fully achieved. Should the Council wish to upgrade its aspirations in this area, to achieve level 5, full 
compliance with recommendations M3 and M4 is required.  In addition, the effectiveness of 
monitoring must be reviewed on a regular basis, and correlated with incidents to determine 
the adequacy of monitoring measures in providing timely detection and proactive reaction to 
threats.  Results must be reported to senior management, and improvements must be made 
to fine tune the monitoring arrangements.

5
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Assurance Review of Housing Needs, Allocations, Homelessness and Housing Register

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Strategies, policies and 
procedures

1 2 0 0

Housing register 0 3 1 0

Assessment of 
homelessness 

applications

0 2 1 0

Public sector and 
temporary accommodation

3 0 1 0

Deposit loan scheme. 0 1 0 0

Total 4 8 3 0

SCOPE

The objective of the audit was to review the systems and controls in place within Housing Needs, Allocations, Homelessness and Housing Register to help 
confirm that these are operating adequately, effectively and efficiently. 
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RATIONALE

 The systems and processes of internal control are, overall, deemed 'Limited Assurance' in managing the risks associated with the audit. The assurance 
opinion has been derived as a result of four 'urgent' and eight 'important' and three ‘needs attention’ recommendations being raised upon the conclusion of our 
work. 

 The assurance opinion is also influenced through the raising of one ‘urgent’ recommendation in the Payroll and HR audit (BRK/19/09); completed in 
December 2018 (draft report issued in January 2019), where it was reported that Housing Officers had not been subject to DBS checks, completed at the time 
of their recruitment. As such, no recommendation is raised here.   

 This area was previously subject to audit review as part of the 2016/17 audit plan, with the final audit report issued in May 2017 (BRK/17/14). The audit 
concluded in a ‘Limited’ assurance opinion, as a result of six ‘Urgent’, eight ‘Important’ and three ‘needs attention’ recommendations being raised. All 17 
recommendations had been confirmed as implemented through internal audit’s follow up checks. However, issues relating to six of the previous 
recommendations have reoccurred with new recommendations made in this report. As a consequence, the direction of travel indicator remains unchanged.

POSITIVE FINDINGS

It is acknowledged there are areas where sound controls are in place and operating consistently:

 The Council manages applications on to the housing register and homelessness applications, through the Home Connections housing system.  This helps to 
ensure that the approach to each case is consistent and in line with legislation.

 Housing and homelessness applicants are made aware of their housing options and are provided with housing support and advice through the Council’s 
website and one to one meetings with staff, thereby ensuring that all their options for housing are discussed to allow them to make an informed choice.

 There is a process in place for ensuring that cost effectiveness and suitability of accommodation are taken into account when housing options are 
considered and temporary accommodation provided, ensuring that the right housing option for the applicant is provided.

 Conditions of entry into temporary accommodation and payment of expenses are agreed between the Council and the tenant prior to commencement of 
occupancy.  Therefore tenants are aware of their cost responsibilities to the Council enabling them to remain within their conditions of entry.
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 Evidence had been retained to support rent deposit loan applications made by temporary accommodation tenants to Eastern Savings and Loans Credit 
Union (ESLCU). This allows the Council to monitor how much is owed to Eastern Savings and Loans Credit Union and provide alternative funding if the 
application has been unsuccessful.

 There is a contract in place with ESLCU and details of loans have been received in the current year, therefore the duties and responsibilities of both parties 
are detailed and agreed.

ISSUES TO BE ADDRESSED

The audit has highlighted the following areas whereby controls would benefit from being strengthened, and as a result of these findings four ‘urgent’ 
recommendations have been made.

Public sector and temporary accommodation

 A review be undertaken of legacy rent accounts to ensure these are up-to-date with recovery undertaken on rent any arrears identified, thereby reducing the 
risk of tenants incurring rent arrears which the Council may be unable to recover. This recommendation was raised in our previous review of the area. 

 Regular monitoring be undertaken of tenant temporary accommodation rent accounts, including the recovery of rent arrears where identified, thereby 
reducing the risk of tenants falling into arrears which may become irrecoverable. This recommendation was raised in our previous review of the area.

 A need to introduce a programme of regular visits to temporary accommodation properties to ensure that tenants remain in accommodation as per 
arrangements, thereby reducing the risk of potential fraudulent payments to landlords where tenants have left the allocated accommodation without the 
Council being notified. This recommendation was raised in our previous review of the area.

Strategies, policies and procedures

 Home Connections developers and Housing Associations be contacted to ensure that users with access to Home Connections are current employees, 
thereby reducing the risk of unauthorised access to applicants’ personal details.

The audit has also highlighted the following areas where eight ‘important’ recommendations have been made.

Strategies, policies and procedures

 The Housing Strategy requires updating to include reference to the Homelessness Reduction Act, this reduces the risk that the current Strategy does not 
include information on current Legislation. Similarly, the Allocations Policy and Grants and Loans Policy need reviewing and updating, where applicable, to 
prevent the risk of inconsistent or incorrect practises being applied.  

 An operational work plan is prepared including all actions that need to be completed, including the recommendations within this report, which is risk 
assessed and prioritised to ensure resources are focussed on the highest risk areas to meet the Councils Housing Strategy. 
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 An initial data cleansing exercise is required to identify and review customers listed on the housing register who have not bid on properties within the last six 
months, thereby reducing the risk of customers remaining on the register where they have no housing need and consequently undermining the purpose and 
management of the register. This recommendation was raised in our previous review of the area.

 To undertake regular reviews of customers listed on the housing register who have not bid on properties within the last six months, thereby reducing the risk 
of customers remaining on the register where they have no housing need and consequently undermining the purpose of the register. This recommendation 
was raised in our previous review of the area.

 A solution be sought to the issue of synchronization between the two sides of Home Connections system from the developer to ensure that the current 
caseload of applicants is accurately reflected in both. 

Assessment of homelessness applications

 A review be completed of all current homelessness applications to ensure they are recorded as being at the correct stage, so as to reduce the risk of the 
current caseload being over estimated and timescales laid out within the Homelessness Reduction Act being missed.

 Ensure staff are consistently recording that applicants have agreed their Personal Housing Plan, and where they are not agreed the reasons should also be 
recorded. This reduces the risk that applicants are unaware of the steps they need to take in order to secure housing.

Deposit loan scheme

 Processes be implemented to ensure grants and loans issued by the Council are in accordance with policy and repayments are monitored and chased 
where necessary.  This reduces the risk of the Council being accused of not issuing and recovering grants and loans fairly and consistently.

The audit has also highlighted the following areas where three ‘needs attention’ recommendations have been made.

Housing register

 The Housing Team ensure Housing Associations close down allocated properties on the bid module of the Home Connections system and to follow these 
through until closedown has been confirmed, thereby reducing the risk of complaints where successful bidders are be able to bid for additional properties 
and deprive opportunities for those in genuine housing need. This recommendation was raised in our previous review of the area.

Assessment of homelessness applications

 Formal acknowledgment is promptly provided to homelessness applicants for decisions made, even where applications are withdrawn and cases are closed, 
thereby reducing the risk of disputes where applicants do not realise that cases are closed. This recommendation was raised in our previous review of the 
area.
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Public sector and temporary accommodation

 The Central Contracts and Procurement Team be contacted for input on the current process of booking temporary accommodation.  This would ensure 
value for money and appropriate Council processes are followed. 

Other points noted

 A potential breach of GDPR was identified during audit testing. The issue was raised with the Housing Manager during the course of the review who, in 
conjunction with the Governance Manager, completed a review of the access provided on Home Connections to the Housing Associations. The review 
confirmed that there had been no data breach although there were areas of control that required tightening.  These included changing access permissions 
for Housing Associations, beginning the process for updating data sharing agreements in line with GDPR and a review of the Council’s website to ensure it 
is clear what data is collected and how it is used.

 It was confirmed with the Human Resources Department that Housing Officers did not have DBS checks completed at the time of recruitment.  A 
recommendation on this issue has been raised within the Payroll and HR audit (BRK/19/09) completed in December 2018 (draft report issued in January 
2019). As such, no recommendation is duplicated here.

 The Council has received external funding for additional resources to cover the impact of the new Homelessness Reduction Act. The Housing Manager is 
monitoring this closely whilst also taking in to account the fact that the department has not been fully staffed over the course of the previous year. 
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Assurance Review of the Service Desk

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Process Capability 0 0 0 1

Internal Integration 0 0 0 2

Quality Control 0 0 1 1

Total 0 0 1 4

SCOPE

The Council insourced their IT Service from Norfolk County Council in October 2017.  Part of this work was to procure a formal Service Desk application to 
support the Service Desk function.  An audit of the function was requested to help provide assurance over the controls in place now that the service has been 
in place for some time and covered the following areas: Pre-requisites, Management Intent, Process Capability, Internal Integration, Products, Quality 
Control, Management Information, External Integration and Customer Interface.
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RATIONALE

 The systems and processes of internal control are, overall, deemed 'Substantial Assurance' in managing the risks associated with the audit. The assurance 
opinion has been derived as a result of one 'Needs Attention' recommendation being raised upon the conclusion of our work.  We note the work undertaken to 
develop the Service Desk and the IT Service overall since its inception following the insourcing from Norfolk County Council.

 The audit has also raised four 'Operational Effectiveness Matters', which sets out matters identified during the assignment where there may be opportunities 
for service enhancements to be made to increase both the operational efficiency and enhance the delivery of value for money services.

POSITIVE FINDINGS

We found that the Council has demonstrated the following point of good practice as identified in this review and we will be sharing details of this with other member 
authorities in the Consortium:

The Shared ICT Manager and the Technology Manager meet weekly to review the operation of the IT Service as a whole.  The meetings include a review of key 
Service Desk activity metrics such as ticket numbers raised over time, closed tickets this week compared to last week and number of tickets raised by contact type 
(for example, in person, by email, by telephone).  There are additional operational internal IT meetings that also help to raise issues for escalation to senior 
management.  Such reporting and management meetings help ensure the consistent operation of the Service Desk.

It is acknowledged there are areas where sound controls are in place and operating consistently:

 The Business need for a Service Desk function was explicitly identified within Council reports setting out options for replacing the Norfolk County Council IT 
Service, thus helping to ensure that the new service incorporated accepted good practice in this respect.

 The Service Desk function was noted as being a key aspect of the IT Service in that all changes to the IT Services must be initiated through the Service Desk 
in the first instance.

 The audit has noted the excellent relationship that exists between the newly insourced IT Service and the business and that the use of the Service Desk and 
the IT Service as a whole is well understood by all parties concerned.  The relationship was a key Critical Success Factor that drove the decision to insource 
the IT Service.  The excellent relationship has been further demonstrated by the fact that the department was voted "Team of the Year" by their Council 
colleagues in June 2018.



Page 31 of 50

 All calls that are raised trigger a confirmation email to the staff member raising the call.  It contains brief details of the call, an incident number and a link to 
review the call in more detail or to make changes to it.  The incident record also allows for call histories to be maintained thus enabling full transparency over 
the life of the call.  When a call is closed, another email confirming the closure is triggered to the staff member that raised the call, thus keeping them informed 
of progress and allowing them an opportunity to challenge the closure, should they feel that this is necessary.

 The audit noted that all IT staff with access to the Manage Engine Service Desk application have a sound understanding of how it operates, thus helping to 
ensure that there is adequate cover in case of staff absence.  The small size of the IT department is also an enabler in this respect as this facilitates efficient 
information sharing amongst colleagues in the department.

 The Council has procured its first purpose-built Service Desk system to support the IT service in delivering the Council's priority services.  The application is 
called ManageEngine, which is well-known in the market.  The procurement of a purpose-built Service Desk system helps to show commitment to the function 
and support consistent delivery of the service.

 Planned IT changes are communicated via the Council's Communications department.  Such communications help the Council plan for possible service 
disruptions.

 Manage Engine has been configured to request feedback on the service received on every third closed call that a customer has raised.  Regular customer 
feedback helps the service ensure the quality of service is monitored and improvements applied as needed.

 The relatively small size of the IT service means that there is a clear 'line of sight' between the different aspects of the IT service which reduces the risk of a 
lack of communication between the different sections of the department.

ISSUES TO BE ADDRESSED

The audit has highlighted the following areas where one 'Needs Attention' recommendation has been made.

Quality Control

 There is a need to formally document Service Desk call handling standards and related quality criteria to reduce the risk of an inconsistent service quality.

Operational Effectiveness Matters

The operational effectiveness matters, for management to consider relate to the following:

 Consideration to be given to implementing more mandatory fields in the on-line incident form.  Requiring some narrative in the "Description" section may be an 
example where this could be implemented.
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 Consideration to be given to designing, agreeing and implementing appropriate Service Desk targets/ objectives that can be measured and reported upon.  An 
SLA for Call resolution targets may be example of this.

 Consideration to be given to leveraging the ManageEngine Knowledge Base more as that will help ensure that everything is held centrally in one system 
rather than in multiple network folders.  A knowledge base is a repository of relevant documentation that relates to the applications and services that the 
Council uses.  Such documentation can include release notes for upgrades and other help documentation.  These are currently stored on the Council’s 
network, which is an established process that all relevant parties understand.

Consideration to be given to enhancing the weekly statistics report that is reviewed during the weekly management meetings by including the available survey 
results dashboard and metrics concerning SLA data should these be implemented in the future.
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Assurance Review of Payroll and Human Resources Arrangements

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

     

Control Area Urgent Important Needs Attention Operational

Starters and Leavers 0 1 0 0

Changes to payroll 
records

0 1 0 0

Officers’ Expenses 0 1 1 0

Performance and 
Appraisals and DBS 

1 1 0 0

Total 1 4 1 0

No recommendations were raised in respect of legislative requirements, pension 
contributions, reconciliations (control account), payroll processing and sickness 
monitoring.  

SCOPE

The objective of the audit was to review the adequacy, effectiveness and efficiency of the systems and controls in place over payroll and Human Resources 
(HR) including legislative requirements over gender pay reporting and IR35, starters and leavers, changes to payroll records, pension contributions, 
reconciliations and payroll processing. 



Page 34 of 50

RATIONALE

 The systems and processes of internal control are overall deemed 'Limited' in managing the risks associated with the audit. The assurance opinion has 
been derived as a result of one ‘urgent’, four 'important' and one 'needs attention' recommendations being raised upon the conclusion of our work.

 A review of Payroll and Human Resources (BRK/17/07) was completed as part of the 2016/17 audit plan for Breckland District Council, with the final 
report being issued in February 2017. The audit concluded in a ‘Reasonable’ assurance opinion, with two recommendations being raised. As such, the 
number of findings raised in this report represent a deterioration in the direction of travel.

POSITIVE FINDINGS

It is acknowledged there are areas where sound controls are in place and operating consistently:

 Testing and review of the documentary evidence noted that adequate controls are in place around payroll processing, thereby ensuring accuracy of 
salary payments and compliance with legislative requirements. 

ISSUES TO BE ADDRESSED

The audit has highlighted the following areas whereby controls would benefit from being strengthened, and as a result of these findings one 'urgent' 
recommendation has been made.

Performance and Appraisals and DBS Checks

 The Council to sign up to the online DBS checking portal to ensure annual checking can be undertaken on all relevant post holders.  In addition, all 
current post holders be reviewed to ensure their DBS status is up to date as well as ensuring all new staff have been promptly subject to the requisite 
checks. This will help reduce the risk of actual convictions being overlooked / not detected sooner and causing the Council significant reputational 
damage. 

The audit has also highlighted the following areas where four 'important' recommendations have been made.

Starters and Leavers

 Copies of the qualification required as per the person specification were not seen for two starters from nine tested. Retaining evidence provides 
assurance that the requisite qualifications have been attained for the post being appointed to, thereby mitigating the risk of unqualified / unsuitable 
persons being appointed.   
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Changes to payroll records       

 i-Trent to include vacant post details for all establishments thereby reducing the risk of misleading, inaccurate management information.

Officers’ Expenses

 Planned annual driver verification checks to be completed and the verified details recorded on i-Trent system so as to reduce the risk of legal 
action against the Council should staff be found to be driving their vehicles illegally whilst driving on official Council business and claiming 
mileage in doing so. 

Performance and Appraisals 

 All staff appraisals to be completed in accordance with laid down timescales and evidence to be submitted to HR. In addition, all appraisal 
forms to be signed and dated by the appraiser and appraise to confirm it is an accurate account of the appraisal process. This will help reduce 
the risk of staff not meeting their objectives and this being overlooked. Conversely, there is a risk that staff who are meeting their objectives 
not being recognised for their achievements and having new objectives set.    

The audit has also highlighted the following areas where one 'needs attention' recommendation has been made.

Officers’ Expenses

 For staff to submit VAT receipts with their claims, including for reimbursement of fuel costs, thereby allowing the Council to reclaim VAT from 
the Inland Revenue. This is to reduce the risk of financial losses through not claiming or being able to justify claiming the VAT element from 
HMRC and to reduce the risk of the fraudulent claiming of miscellaneous expenses. 

Previous audit recommendations

A review of Payroll and HR (BRK/17/07) was completed in February 2017 as part of the 2016/17 audit plan for Breckland DC, with a ‘Reasonable’ assurance 
opinion having raised two ‘Important’ recommendations in regard officers expenses, in particular, for officers to submit VAT receipts with mileage 
claims and invoices in respect of other expenses incurred e.g. accommodation. Both recommendations have been confirmed as implemented through 
internal audit’s cyclical follow up process although issue around the lack of VAT receipts in support of fuel costs has been raised again.

Key controls for Payroll are also tested annually at Breckland, through the Key Controls and Assurance audit review. This informs the Head of Internal Audit’s 
annual report and opinion, and assists the preparation of the Council’s Annual Governance Statement. The previous Key Controls and Assurance 
report (BRK/18/17), issued March 2018 raised one ‘Needs attention’ recommendation in regard to retaining the requisite supporting documentation for 
new starters and changes to the payroll. This recommendation had been confirmed as implemented through internal audit’s cyclical follow up process.
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Other points noted

In addition to evaluating the control environment, we also tested payroll data for September 2018 for duplicate bank accounts and duplicate NI 
numbers. No duplicates were noted. 

We would like to acknowledge that control weaknesses identified during this review were quickly investigated and some instances resolved by 
Management prior to the finalisation of this report. We can confirm that staff requirements for DBS checks have now been confirmed and are in 
progress, management information in relation to vacant posts in i-Trent has been cleansed and the process for obtaining and attaching VAT receipts to 
electronic mileage claims rolled out to all staff.
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Assurance Review of Key Controls and Assurance

Executive Summary

OVERALL ASSURANCE ASSESSMENT

ACTION POINTS

No new recommendations were made as part of this Key Controls audit in respect 
of Asset Management, General Ledger, Control Accounts, Treasury Management, 
Budgetary Control, Accounts Receivable, Cash Income and Receipt, or Accounts 
Payable. 

Control Area Urgent Important Needs Attention Operational

Assurance Framework 0 0 1 0

Total 0 0 1 0

SCOPE
The objective of the audit was to review the systems and controls in place within Key Controls to support the Annual Governance Statement, as detailed in 
the action points above, to help confirm that these are operating adequately, effectively and efficiently. 
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RATIONALE 

 The systems and processes of internal control are, overall, deemed ‘Substantial’ in managing the risks associated with the audit. The assurance opinion has 
been derived as a result of one ‘needs attention’ recommendation being raised upon the conclusion of our work. 

 The previous report of Key Controls and Assurance (BRK/18/17) for 2017/18, issued in March 2018, also concluded in a ‘Substantial’ assurance opinion, having 
raised one ‘needs attention’ recommendation, relating to Payroll, regarding the retention of supporting documentation for new starters. Although this had been 
confirmed as implemented, a further important recommendation has been raised in the draft report on Payroll and HR (BRK/19/09). Despite this, the direction of 
travel remains unchanged, representing a continued strong control environment within the areas under scope. 

KEY FINDINGS

Key Controls Testing

There are a number of key controls within the fundamental financial systems that are required to be covered by internal audit each year, in order to support the 
Annual Governance Statement (AGS) and the Head of Internal Audit’s Annual Report and Opinion.

Under the agreed internal audit plan for 2018/19 a number of these material systems have been reported on in detail and those key controls have been addressed in 
each system reviewed. Recommendations have been raised in these individual audit reports. The areas this applies to are:

 Accounts Payable (BRK/19/08) – Final Report issued November 2018 - Substantial Assurance; and

 Payroll and HR (BRK/19/09) - Draft Report issued January 2019 - Limited Assurance.

In addition, the key controls in the material systems that were not covered as part of the agreed internal audit plan for 2018/19 have been reviewed as part of this 
audit. The areas to which this applies are:

 Accountancy Services which incorporates the areas of; Asset Management, General Ledger, Control Accounts, Treasury Management and Budgetary 
Control;

 Accounts Receivable;

 Income; and the 

 Assurance Framework 

Controls relating to revenues and benefits are excluded from this review as they are covered separately by the audit provider for the Anglia Revenues and Benefits 
Partnership (ARP).
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The audit has highlighted the following area where one ‘needs attention’ recommendation has been made.

Assurance Framework

 The assurance statements for 2017/18 were collated through the Pentana System.  While evidence was seen in the form of a report that these had been 
completed, the returns themselves had been deleted by the Business Development Team, so could not be verified by Internal Audit.  The process of 
collating 2018/19 returns has commenced and outside of the Pentana system. In view of the above, it is to be recommended that the Council retains 
copies of Assurance Statements, once completed, including those for 2018/19, thereby allowing verification thereof by Internal Audit as part of future 
scrutiny of the Council’s Assurance framework. This is to ensure the Council’s Assurance framework has not been overlooked thereby reducing the risk 
of any governance issues arising in the returns not being addressed.  

Operational Effectiveness Matters

There are no operational effectiveness matters for management to consider.

Outstanding Previous Recommendations
There are no recommendations outstanding from previous financial years relating to key controls. 
The previous report of Key Controls and Assurance (BRK/18/17) for 2017/18, issued in March 2018, also concluded in a ‘Substantial’ assurance opinion, having 
raised one ‘needs attention’ recommendation, which has since been confirmed as implemented. A similar issue has reappeared in the Payroll and HR (BRK/19/09) 
with an important recommendation raised in the draft report issued in January 2019. 
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Assurance Review of Economic Development - Snetterton Project Arrangements

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Management and 
reporting

0 1 2 0

Total 0 1 2 0

No recommendations have been made in the areas of Roles and Responsibilities and 
Monitoring and Communications.

SCOPE

The objective of the audit was to review the adequacy, effectiveness and efficiency of the systems and controls in place over Economic Development, in 
particular, the Snetterton Project.
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RATIONALE

 The systems and processes of internal control are, overall, deemed 'Reasonable Assurance' in managing the risks associated with the audit. The assurance 
opinion has been derived as a result of one 'important' and two 'needs attention' recommendations being raised upon the conclusion of our work.

 This area has not been subject to previous audit scrutiny, hence no direction of travel is provided. 

POSITIVE FINDINGS

It is acknowledged there are areas where sound controls are in place and operating consistently:

 Clear roles and responsibilities have been defined within the Snetterton Project Team.  These ensure all staff are clear on their contribution to the project and 
that cover is available for all key roles.

 The current plan of works was presented to the Council on the 17th May 2018 and received approval.  The risks and benefits of the project are recorded in this 
document which allows them to be reviewed and monitored by all interested parties. 

 There are two sources of grant funding; the Local Enterprise Partnership (LEP) and the Business Rates Pool (BRP).  Conditions of the funding have been set 
for BRP and are being agreed for LEP, the Council’s Legal department is involved to provide clarification and advice, as and when required. 

 There is a Communications plan in place, which is updated regularly. It provides a key point of contact for the project and records how communications 
objectives can be delivered. 

 Highlight reports are provided to both the Growth and Commercialisation Board and Portfolio Holders Briefing.  These ensure regular updates on the 
Snetterton Project is available for comment and feedback from both meetings.

ISSUES TO BE ADDRESSED
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The audit has highlighted the following area where one 'important' recommendation has been made.

Management and reporting

 The Shared Executive Director – Commercialisation (s151) to be included in the monthly project meeting pack e-mail/attachments.  This prevents the risk that 
the project sponsor becomes unaware of the current status of the project. 

The audit has also highlighted the following areas where two 'needs attention' recommendations have been made.

Management and reporting

 Pentana, Breckland’s Performance and Risk Management system, requires updating to ensure the risks recorded on the risk management system agree to 
the current risks discussed within the project group.  Risks relating to the delivery of the project may not be effectively managed, communicated and escalated 
if they are not recorded on the Councils risk management software.

 Reasons for variances from budgeted spend to actual spend are not recorded within the project pack.  Therefore there is a risk that reasons for 
over/underspend are not fully understood and appropriate action taken to avoid budget failure. 

Operational Effectiveness Matters

There are no operational effectiveness matters for management to consider.

Previous audit recommendations

A review of this area has not previously been undertaken.
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Assurance Review of the BRK/19/07 SH/19/08 Corporate Governance - GDPR Arrangements

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Governance 0 0 2 0

Data Classification and 
Asset Management

0 1 0 0

Third Party Providers 0 1 0 0

Total 0 2 2 0

No recommendations arose in relation to impact assessments, data subject rights, 
data security and breach management, consent, Data Controllers and Processors, 
communication or training.  Actions in relation to these areas are included by the 
Councils’ General Data Protection Regulations (GDPR) plan however, which is work-
in-progress.

SCOPE

The review assessed compliance with the key GDPR elements of: Data Protection Impact Assessments, Data Subject rights, data classification and asset 
management, data security and breach management, governance, Data Controllers & Processors, and training for staff and members in preparation for 
GDPR.  
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RATIONALE

 The systems and processes of internal control are, overall, deemed 'Reasonable Assurance' in managing the risks associated with the audit. The assurance 
opinion has been derived as a result of three 'important' and two 'needs attention' recommendations being raised upon the conclusion of our work.

 This area has not been subject to previous audit scrutiny by Tiaa, hence, no comparable direction of travel indicator is provided.

POSITIVE FINDINGS

It is acknowledged there are areas where sound controls are in place and operating consistently:

 The Executive Manager for Governance is the designated Data Protection Officer (DPO) for both Councils; a role required under GDPR.  The Senior 
Information Risk Owner (SIRO) role has been transferred to the Executive Manager for Information, which will be confirmed in the Constitution in January 
2019.  Separating these roles reduces the risk of any conflicts of interest.

 A Statutory Information Group (SIG) and Data Protection and Data Retention Task Group report to the Policy Development Panel; a parent committee of the 
Executive Management Team (EMT).  EMT minutes show progress is regularly reported, reducing the risk of GDPR non-compliance due to lack of 
management buy-in.  

 Data Protection Leads or 'champions' have been assigned in all departments across the Councils. This helps embed a culture of data protection, reducing the 
risk of data incidents.

 Evidence demonstrates comprehensive GDPR communication and training for Data Protection Leads, other staff and Members, reducing the risk of data 
protection incidents.  E-learning training records show 86% compliance and there is an action in the GDPR plan to improve Member training levels to increase 
this further.  

 The Executive Manager for Governance and DPO described a good level of support and buy-in from the leadership of both Councils in respect of the GDPR 
implementation, including the secondment of the Information Governance (IG) Officer. The Executive Manager for Governance and DPO plans to prepare a 
business case for the IG Officer role to be made permanent to continue the focus on GDPR.  Properly resourcing the GDPR implementation reduces the risk 
of failing to introduce the required controls.
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 Updated privacy policies and privacy notices are posted onto the Councils' websites. There are also privacy statements on staff and Member email signatures 
and Members also have their own privacy notices. This reduces the risk of the public not understanding how their information is collected and used.

 A Data Protection Policy appendix sets out the process and the one month timescale for handling Subject Action Requests (SARs) is in line with GDPR.  With 
the exception of one administration error, testing confirmed that all SARs received after May 2018 were responded to in accordance with the one month 
GDPR target, reducing the risk of GDPR non-compliance and complaints.

 There is a clear incident reporting process which is followed to record and investigate incidents, including any potential data breaches.  This is supported by a 
risk assessment process used to determine the severity of the breach and whether it is reportable to the ICO. Staff are reminded of the importance of promptly 
reporting any incidents, reducing the risk of fines from the ICO.

 There is a documented Data Protection Impact Assessment (DPIA) process, and a template has been designed which requires the advice of the DPO.  
Testing confirmed that a recent DPIA had been fully completed and agreed by both the Executive Manager for Governance and DPO and SIRO, reducing the 
risk of data not being protected.  

 Both Councils have purchased insurance with Lloyds through CFC Underwriting Limited.  The insurance clauses cover cyber incident response, cyber-crime, 
system damage and business interruption, network security and privacy liability, media liability, and court attendance costs. The liability limit for privacy and 
regulatory fines is £2m.

ISSUES TO BE ADDRESSED

The audit has highlighted the following areas where three 'important' recommendations have been made.

Data Classification and Asset Management

 Information Asset Registers (IARs) to be populated and to include with whom information is shared. This to then be reviewed to ensure sharing is appropriate 
and supported by information sharing agreements as part of the development of the Record of Processing Activity (RoPA). Protecting all information assets 
and flows reduces the risk of data breaches. (Both Councils)

Third Party Providers

 Written assurances to be requested from Anglia Revenue Partnerships (ARP) that the requirements of GDPR are met, and a review of those assurances be 
undertaken by the DPO to ensure they are sufficient.  This will reduce the risk of potential GDPR non-compliance causing reputational damage for the Council 
through breaches in GDPR. (Breckland)

The audit has also highlighted the following areas where two 'needs attention' recommendations have been made.
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Governance

 A document control section to be added to the Data Protection Policies to reducing the risk of GDPR non-compliance due to staff following old versions of the 
policies. (Both Councils)

 GDPR related risk scores be reviewed on the Pentana system to reduce the chances of likelihood and impact scores being unrealistic or unachievable. (Both 
Councils)

Operational Effectiveness Matters

There are no operational effectiveness matters for management to consider.

Previous audit recommendations

No previous internal audit review of GDPR has been undertaken by Tiaa at either Council.  

Other points noted

 The Information Governance Officer was appointed on 14th May 2018 initially on a 12-18 month secondment. The Executive Manager – Governance and 
DPO is planning to prepare a business case for making this post permanent.

 There is a GDPR project plan, incorporating 70 actions to be completed by December 2019, in order to demonstrate full GDPR compliance.  The timetable 
was originally agreed by the Executive Manager – Governance and DPO and the Information Governance Officer, to sit alongside the 18 months duration of 
the Information Governance contract term with the risks prioritised. These are Red, Amber and Green (RAG) rated based on progress and risk, with 
progress regularly reported to the EMT. At the time of the audit, 11 items were Red rated. Not all instances were annotated to explain why or what remedial 
action had been agreed. This has been, to date, verbally explained to EMT, although it was agreed with the Information Governance Officer that this 
information will be recorded in the project plan moving forward. As such, no recommendation has been raised. 

 There is a need for an overall up to date Retention Policy and retention schedules. The development of a Retention Policy and update of the Council’s 
retention schedules are included in the GDPR project plan, with a target dates of December 2018 and April 2019 respectively. As such, no recommendation 
has been raised.

 A Data Protection Impact Assessment (DPIA) log was established during the audit visit. This will help track future DPIAs to ensure full completion and sign 
off. As such, no recommendation has been raised.
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Assurance Review of Procurement and Contract Management Arrangements

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Procurement of Works, 
Services and Supplies

0 5 3 0

Exemptions 0 3 0 0

Off Contract Spend 0 0 0 0

Total 0 8 3 0

SCOPE

The objective of the audit was to review the systems and controls in place within Procurement, to help confirm that these are operating adequately, effectively 
and efficiently.
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RATIONALE

 The systems and processes of internal control are, overall, deemed 'Limited Assurance' in managing the risks associated with the audit. The assurance 
opinion has been derived as a result of eleven 'important' and three 'needs attention' recommendations being raised upon the conclusion of our work.

 A review of Procurement (BRK/17/16) was completed as part of the 2016/17 audit plan for Breckland DC, which focused primarily on compliance with the 
Public Contract Regulations 2015 (Regulations 22 and 53). This culminated in a final Position Statement being issued in March 2017 detailing a number of 
suggested actions/improvements. This area has not been subject to previous audit scrutiny at South Holland DC by TIAA. As such, no direction of travel is 
provided in respect of either Council.

 It is noted that the Central Contract and Procurement Team is a newly established team, and that many of the recommendations relate to legacy issues. It 
was further noted that many of the recommendations already form part of the Team’s work plan and were partially or largely implemented at the time of the 
audit. Since the audit was completed, six of the total fourteen recommendations have been implemented, with evidence provided accordingly. 

POSITIVE FINDINGS

It is acknowledged there are areas where sound controls are in place and operating consistently:

 Project planning standard documentation has been produced by the Corporate Contracts and Procurement Manager for tenders which guides staff through 
the process and ensures that all necessary documentation is completed.

 The Council uses the online procurement portal In-tend, which fulfils the requirements of the Public Contract Regulations 2015. 

 Training on Procurement is included as part of the Governance training thereby widening the requirements of correct procurement arrangements within the 
Council. 

 Implemented a new tool ‘Illuminator’ to help us access business intelligence information as part of the procurement process thereby providing wider 
knowledge of procurement activity. 

 Access to In-tend is restricted and a review of access levels confirmed that only current staff are activated. This demonstrates that the Council’s procurement 
data is adequately safeguarded.   
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 A full review of 12 month supplier spend data has been completed for Breckland Council.  This has identified contracts that had not been recorded on the 
published register and identified areas to test the market for potential savings. Furthermore, the Central Contract and Procurement Team has also developed 
a clear process alongside finance to both define and record cashable and non-cashable benefits achieved as part of procurement and contract management. 

ISSUES TO BE ADDRESSED

The audit has highlighted the following areas where eleven 'important' recommendations have been made.

Procurement of works, services and supplies

 The Contracts Registers for both Councils requires updating to cover all aspects of Local Government Transparency Code guidance. Breckland Contract 
Register is missing the Local Authority department responsible, description of goods and services, supplier details (address), unrecoverable VAT, 
procurement route (quote etc.), supplier type (small business etc). South Holland’s Contract Register is missing the reference number, title of agreement, 
supplier details, procurement route, and supplier type The reputation of both Council’s may be at risk by not openly publishing contract information in 
accordance with the Local Government Transparency Code.

 To comply with the  OJEU legislation following one procurement process (for £384k), arranged prior to the formulation of the Central Contract and 
Procurement Team, which had not been advertised within the EU Journal at Breckland Council.  There is a risk that the Council could be open to civil action 
due to a lack of compliance with the OJEU legislation.

 A review of all current contracts and exemptions to be undertaken to ensure all key documentation is located at Breckland Council, including 
quotations/tenders and contracts and thereafter all records to be held centrally.  Where information cannot be located, in particular contracts, copies to be 
obtained from the provider and filed centrally.  Failure to retain all supporting documentation weakens the Council’s position in terms of enforcing contractual 
arrangements and not being able to demonstrate correct procurements routes have been followed.

 Clarity be provided within the Contract Procedures Rules at both Councils as to what level of officer may authorise each level of procurement process. Without 
this, staff may authorise expenditure over and above their levels of delegated authority in breach of Contract Procedures Rules and in doing so, commit the 
Council to contractual arrangements that do not demonstrate best value.

 The current contract template is reviewed against the requirements of the Contract Procedure Rules, in particular, contact clause requirements and updated 
accordingly and specifically, to include the requirements of the Human Rights Act.  The Councils may not be able to prove it is discharging its duty with regard 
to the Human Rights Act and standard legal requirements may not be included in the standard contract template. 
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Exemptions

 Exemption information is not held within the Contracts Register and so there is a risk that exemptions are not accurately recorded or that both Councils are 
able to demonstrate compliance with the Local Government Transparency Code in regard all of its procurement activity.

 All exemptions require monitoring by the S151 Officer at both Councils (and evidenced maintained) in accordance with the Constitution.  Where exemptions 
are not approved in line with the Constitution, there is an increased risk of inappropriate exemptions being processed.

 All exemption forms be returned to the Central Contract and Procurement Team at both Councils to ensure that full records are held.  The Council may not be 
able to prove it has followed correct procedures in a fair and transparent manner if documentation cannot be located.

The audit has also highlighted the following areas where three 'needs attention' recommendations have been made.

Procurement of works, services and supplies

 A full review of all guidance for staff on procurement processes has not been undertaken at both Councils, and therefore elements of the Constitution may not 
be followed as they are not included in the available guidance.

 Ensure reports are produced on the outcome of any competitive procurement process in accordance with the Constitution at both Councils.  There is a risk of 
non-compliance with this particular element of the Constitution.

 A post implementation review is required for all contracts over £75k in accordance with the Financial Procedures Rules within the Constitution at both 
Councils.  Without this is a risk of non-compliance with the Constitution and that lessons learnt are not addressed and materialise in future procurements.  

Operational Effectiveness Matters

There are no operational effectiveness matters for management to consider.

Previous audit recommendations

The audit reviewed the previous internal audit recommendations, of which none remain outstanding. 


